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	Release Date
	Version
	Comments

	May, 2014
	V1.0.0.0
	Initial Release



[bookmark: _Toc388483184]Introduction
The SCOM 2012 Maintenance Mode Scheduler management pack provides basic monitoring for the SCOM 2012 Maintenance Mode Scheduler Version 2.0, which is developed by Tim Mcfadden (http://www.scom2k7.com/scom-2012-maintenance-mode-scheduler/)
This solution contains 2 management pack files:
· SCOM2012.Maintenance.Mode.Scheduler.Monitoring.mpb
· SCOM2012.Maintenance.Mode.Scheduler.Dashboard.mp
The following workflows are included in management packs:
· Class definitions and discoveries for the SCOM 2012 Maintenance Mode Scheduler.
· Automatically delete any finished maintenance mode schedules.
· Event Collection rule for new schedule job creation events (Event ID 711)
· Monitor the credential of SCOM Data Access Account configured in the maintenance mode scheduler.
· Monitor if the SCOM Data Access Account has local administrator privilege on the computer hosting the maintenance mode scheduler.
· Console task to launch the SCOM 2012 Maintenance Mode Scheduler web site using the default web browser.
· New scheduler jobs event report
· Maintenance Mode Scheduler dashboard (Provided by the SCOM 2012 Maintenance Mode Scheduler Dashboard management pack).


[bookmark: _Toc388483185]Pre-requisites and Requirements
[bookmark: _Toc388483186]Pre-requisites
The following pre-requisites are required by the management pack:
· The computer hosting SCOM 2012 Maintenance Mode Scheduler must be agent-monitored by SCOM. The workflows in the management pack do not support agentless monitoring scenarios.
· The computer hosting SCOM 2012 Maintenance Mode Scheduler must allow PowerShell script executions. Although all the scripts used by discoveries are written in VBScript, all the scripts used by rules and monitors are written in PowerShell.
· Windows Internet Information Service management packs. The initial discovery is based on IIS Server Role (Microsoft.Windows.InternetInformationServices.ServerRole) defined in the Windows Server Internet Information Services Library MP. Therefore the computer hosting the SCOM 2012 Maintenance Mode Scheduler must be discovered as “IIS Server Role” first.
· IIS component “Management Tools” must be installed on the maintenance mode scheduler servers. This is required by the scripts included in the management pack.
[image: ]
· The Dashboard management pack utilizes the PowerShell Web Browser Widget and PowerShell Grid Widget, which are introduced in SCOM 2012 R2 Update Rollup 2 (UR2). UR 2 updates must be applied to the management group and the updated management packs from the Update Rollup must be imported into SCOM first.
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[bookmark: _Toc388483188]SCOM 2012 Maintenance Mode Scheduler Monitoring MP
[bookmark: _Toc388483189]Class Definitions
	Class Definition
	Type
	Hosted

	SCOM 2012 Maintenance Mode Scheduler
	Computer Role
	Yes

	SCOM 2012 Maintenance Mode Scheduler Event Collector
	Application Component
	No



[bookmark: _Toc388483190]Discoveries
	Discovery Name
	Type
	Target

	SCOM 2012 Maintenance Mode Scheduler Discovery
	Discovery
	IIS Server Role

	SCOM 2012 Maintenance Mode Scheduler Properties Discovery
	Discovery
	SCOM 2012 Maintenance Mode Scheduler

	SCOM 2012 Maintenance Mode Scheduler Event Collector Discovery
	Discovery
	SCOM 2012 Maintenance Mode Scheduler
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	Rule Name
	Type
	Target

	Delete Finished Maintenance Mode Scheduled Task Rule
	Rule
	SCOM 2012 Maintenance Mode Scheduler

	SCOM2012 Maintenance Mode Scheduler Monitoring New Job Event Detection Rule
	Rule
	SCOM 2012 Maintenance Mode Scheduler Event Collector



[bookmark: _Toc388483192]Monitors:
	Monitor Name
	Type
	Target

	SCOM 2012 Maintenance Mode Scheduler Data Access Account Local Admin Rights Monitor
	Monitor
	SCOM 2012 Maintenance Mode Scheduler

	SCOM 2012 Maintenance Mode Scheduler Data Access Account Valid Password Monitor
	Monitor
	SCOM 2012 Maintenance Mode Scheduler

	Launch Maint Mode Scheduler
	Console Task
	SCOM 2012 Maintenance Mode Scheduler

	New Jobs Report
	Report
	SCOM 2012 Maintenance Mode Scheduler
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	Console Task Name
	Type
	Target

	Launch Maint Mode Scheduler
	Console Task
	SCOM 2012 Maintenance Mode Scheduler
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	Report Name
	Type
	Target

	New Jobs Report
	Report
	SCOM 2012 Maintenance Mode Scheduler



[bookmark: _Toc388483195]SCOM 2012 Maintenance Mode Scheduler Dashboard MP

A dashboard with 3-cell grid layout is included in this management pack:
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[bookmark: _Toc388483198]SCOM 2012 Maintenance Mode Scheduler (Computer Role)
This class is based on Microsoft.Windows.ComputerRole class. It is hosted by the Windows Computer class and it has the following properties:
· URL – URL of the Maintenance Mode Scheduler web site
· IIS Web Site Name
· IIS Site Physical Path
· OpsMgr DAS – the SCOM Data Access Service of which the scheduler is connecting to.
· OpsMgr Database Server – Database server hosting the SCOM operational DB
· OpsMgr Database Name – name of the SCOM operational DB
· OpsMgr DAS User ID – SCOM Data Access Service account user name
· One Click Minutes – Length of the One Click maintenance mode function
· Include UserName – Whether the user name is audited by the scheduler
· Auditing To Event Log – Whether new job creations are logged to Application log
· One Click MM Tab – Whether One Click tab is enabled
· Class Tab – Whether the Class tab is enabled
· Manage Tab – Whether the Manage tab is enabled
· Group Tab – Whether the Group tab is enabled
· Version – Maintenance Mode Scheduler version
[bookmark: _Toc388483199]SCOM 2012 Maintenance Mode Schedule Event Collector (Windows Application Component)
This class is based on Microsoft.Windows.ApplicationComponent. It is not hosted. This is by design so the workflows targeting this class will still be running even when the Windows computer object has been placed in the maintenance mode. This is to ensure events are still getting collected by the SCOM agent health service even when the computer hosting the Maintenance Mode Scheduler has been placed into maintenance mode.
More details can be found in Kevin Holman’s blog post:
http://blogs.technet.com/b/kevinholman/archive/2014/01/19/how-to-create-workflows-that-wont-go-into-maintenance-mode.aspx
This class contains only one property:
· Name – Because it is not hosted, it requires a key property. The value of this property is the FQDN of the computer hosting the Maintenance Mode Scheduler.
[bookmark: _Toc388483200]Discoveries
[bookmark: _Toc388483201]SCOM 2012 Maintenance Mode Scheduler Discovery
This is the initial discovery runs on IIS Server role and discovers the Maintenance Mode Scheduler computer role. It is a simple registry based discovery runs once a day and it is looking for HKLM\SOFTWARE\Wow6432node\MMWeb
[bookmark: _Toc388483202]SCOM 2012 Maintenance Mode Scheduler Properties Discovery
This discovery is the subsequent discovery that runs on the Maintenance Mode Scheduler computer role once been discovered. It uses a VBScript to discover all properties listed in section 5.1.1. It runs once every 12 hours by default.
[bookmark: _Toc388483203]SCOM 2012 Maintenance Mode Scheduler Event Collector Discovery
This discovery runs a VBScript and simply creates an instance of the Event Collector class and its relationship with agent health service. By default this script based discovery runs once a day.
[bookmark: _Toc388483204]Rules
[bookmark: _Toc388483205]Delete Finished Maintenance Mode Scheduled Tasks Rule
This rule runs once a day by default. It executes a script that scan through all Windows Scheduled Tasks created by the maintenance mode scheduler and deletes any tasks that does not have a Next Run Time (i.e. tasks that only runs once and it has already be executed). When deleting each old (finished) task, an event with Event ID 712 and Event Source SCOM2012MMScheduler is written to both SCOM operational and Data Warehouse databases. These events can be viewed in the “Auto Deleted Job Events” view under SCOM Maintenance Mode Scheduler folder:
[image: C:\Users\Tao\AppData\Local\Temp\SNAGHTML15698bf0.PNG]
The purpose of this rule is to eliminate the needs for manual clean-up of old scheduled tasks created by the maintenance mode scheduler.
[bookmark: _Toc388483206]SCOM 2012 Maintenance Mode Scheduler New Job Event Detection Rule
This rule runs under the “SCOM 2012 Maintenance Mode Scheduler Event Collector” class. It collects the new job creation events logged in Windows Application event log by the maintenance mode scheduler:
[image: ]
Since the target class for this rule is unhosted and will not be placed into maintenance mode when the Windows Computer object has been placed into maintenance mode, it will continue collecting events while the SCOM 2012 Maintenance Mode Scheduler server computer is in maintenance mode. However, the collected data will not be inserted into SCOM databases until the Windows Computer has exited the maintenance mode. This is to ensure no new job creation events are missed by this event collection rule due to maintenance mode.
Note: This rule will only work when the “Auditing To Event Log” option is enabled in SCOM 2012 Maintenance Mode Scheduler:
[image: C:\Users\Tao\AppData\Local\Temp\SNAGHTML156ea869.PNG]
[bookmark: _Toc388483207]
Monitors
The management pack contains 2 monitors:
· SCOM 2012 Maintenance Mode Scheduler Data Access Account Local Admin Rights Monitor
· SCOM 2012 Maintenance Mode Scheduler Data Access Account Valid Password Monitor
[image: ]
The monitor types for both monitors use the same data source module and both monitors have same input parameters by default. This is to ensure the Cookdown feature is utilised that the data source module will only be executed once and the output data is consumed by both monitors.
On Demand detection is enabled on both monitors, therefore “Recalculate Health” can be used to perform On Demand detection for these monitors.
[bookmark: _Toc388483208]SCOM 2012 Maintenance Mode Scheduler Data Access Account Local Admin Rights Monitor
By default, this monitor runs every 4 hours and check if the SCOM Data Access Account configured in SCOM 2012 Maintenance Mode Scheduler has local administrator privilege on the computer hosting the scheduler. Windows local administrator access is required to create Windows Scheduled task. 
When the monitor detected the Data Access account does not have local admin rights, the monitor health state changes to Error and a critical alert will be generated.
[bookmark: _Toc388483209]SCOM 2012 Maintenance Mode Scheduler Data Access Account Valid Password Monitor
By default, this monitor runs every 4 hours and check if the credential of the SCOM Data Access Account configured in SCOM 2012 Maintenance Mode Scheduler is still valid. This is to ensure SCOM operators get notified if the Data Access account password has been changed, or the account has been locked out, disabled or deleted.
When the monitor detected the Data Access account credential is no longer valid, the monitor health state changes to Error and a critical alert will be generated.

[bookmark: _Toc388483210]Console Task
A console task “Launch Maint Mode Scheduler” targets the “SCOM 2012 Maintenance Mode Scheduler” object. It launches the default web browser and opens the URL from the “URL” target property. It can be accessed from the task pane from a state view scoped to the “SCOM 2012 Maintenance Mode Scheduler” (i.e. the “Maintenance Mode Scheduler State” view from this management pack):
[image: ]
[bookmark: _Toc388483211]Report
This management pack contains one report: “New Jobs Report”. This report lists new job creation event for a selected period. It can be access from the Maintenance Mode Scheduler State view or from the reporting pane:
[image: ]
[image: C:\Users\Tao\AppData\Local\Temp\SNAGHTML158e435a.PNG]
This report is expecting 3 inputs:
· MMScheduler – The instance of the SCOM 2012 Maintenance Mode Scheduler
· Start Date – Default to 7 days prior to the current date time (Now)
· End Date – Default to the current date time (now)
[image: ]
The report lists all new job events collected by the “SCOM 2012 Maintenance Mode Scheduler New Job Event Detection Rule” rule for the selected period.
[image: ]
Note: the SQL query used by this report converts the event time stamp from UTC time to local time (local to SCOM reporting server).
[bookmark: _Toc388483212]Folders and Views
This management pack contains a root folder, a state view and two (2) event views, as highlighted below:
[image: ]
· Auto Deleted Job Events – Events generated by “Delete Finished Maintenance Mode Scheduled Tasks Rule”
· Maintenance Mode Scheduler State – State view for SCOM 2012 Maintenance Mode Scheduler class
· New Job Events – Events collected by the “SCOM 2012 Maintenance Mode Scheduler New Job Event Detection Rule”.
Note:
· The MP author did not create state view for the Event Collector class on purpose. This is to prevent SCOM operators to place the Event Collector objects into maintenance mode.
· The “Maintenance Mode Scheduler Dashboard” is defined in the “SCOM 2012 Maintenance Mode Scheduler Dashboard” management pack. It will only be available when this management pack is imported.


[bookmark: _Toc388483213]SCOM 2012 Maintenance Mode Scheduler Dashboard MP

This dashboard management pack contains one (1) dashboard for the SCOM 2012 Maintenance Mode Scheduler:
[image: ]
Note: This dashboard utilize the two PowerShell widgets which have been made available in SCOM 2012 R2 UR2 and SCOM 2012 SP1 UR6. The author of this management pack developed this dashboard in a SCOM 2012 R2 UR2 environment. It has not been tested in a SCOM 2012 SP1 UR6 management group. The author cannot confirm if this management pack can be successfully imported into a SCOM 2012 SP1 UR6 management group because of the version numbers of the referencing MPs are all based on SCOM 2012 R2.
This dashboard can only be used in conjunction with the “SCOM 2012 Maintenance Mode Scheduler Monitoring” MP. It cannot be imported without the monitoring MP.
When a Maintenance Mode Scheduler instance is selected from the top-left state widget, the “New Job Events” PowerShell Grid Widget (top-right) and the PowerShell Web Browser Widget (bottom) will be refreshed to display information related to the selected Maintenance Mode Scheduler.
The “New Job Events” (top-right) section lists new job creation events (by parsing event description from new jobs events collected).
The” Maintenance Mode Scheduler Web Page” (bottom) section opens the web page for the selected Maintenance Mode Scheduler.
Note: Please be aware when clicking on the “One Click MM” link via this dashboard will place the computer where the console is running from into maintenance mode.
1
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